Skandar Hadrich

Manar 1, Tunis, Tunisia | +216 28 654 038 | skandar.hadrich@etudiant-enit.utm.tn
Oxmrerror.me | linkedin/skandar_hadrich | github/skandar_hadrich
Available for 6-month internship from February 2027

PROFESSIONAL SUMMARY

ICT Engineering student at ENIT specializing in cybersecurity and systems software, ranked top 1% on TryHackMe globally. Hands-
on expertise in malware analysis, reverse engineering (Ghidra, GDB, Frida, JADX), LLM fine-tuning (NVIDIA certified), penetration testing,
and security automation. Architected an end-to-end 8-stage nested-VM malware sandbox pipeline as a sole-contributor research intern at
Keystone Group; active CTF competitor — ENIT team ranked 77th globally at HTB University CTF 2025. Holds 7 industry certifications
across offensive security, SOC operations, DevSecOps, networking, LLM customization, and machine learning.

AREAS OF EXPERTISE

Malware Analysis & Sandbox Automation | Reverse Engineering | CFG / GNN Binary Analysis | Penetration Testing | LLM Security &
Fine-tuning | eBPF & VMI | SOC / Blue Team | MITRE ATT&CK | DevSecOps | Reinforcement Learning | Computer Vision | Embedded
Security

EDUCATION

National School of Engineers of Tunis (ENIT) . 2024 — Present
ICT Engineering Degree — Telecommunications & Cybersecurity

Preparatory Institute for Engineering Studies of Sfax %PEJS) 2022 — 2024
Pre-Engineering Degree (Mathematics & Physics) — National Entrance Rank: 440/1800 (Top 24%)

PROFESSIONAL EXPERIENCE

Keystone Group — Malware Analysis Internship July 2026 — September 2026
Security Engineering Intern | Tunis, Tunisia

Solo Research Project: End-to-End 8-Stage Nested-VM Malware Analysis Pipeline - QEMU-KVM, eBPF, Volatility3, DNSChef, INetSim

« Architected an 8-stage automated pipeline: static triage — de4dot deobfuscation — Speakeasy emulation — live QEMU-KVM deto-
nation — eBPF syscall capture — Volatility3 VMI correlation — MITRE ATT&CK mapping — PDF report generation.

+ Correlated host-side eBPF KVM tracepoints (kvm_exit/pio/mmio) with Volatility3 VMI; patched KUSER_SHARED_DATA.TickCount in
guest memory to defeat anti-sandbox timing evasions. Validated against live AsyncRAT, AgentTesla, and njRAT samples.

+ Deployed multi-layer C2 sinkhole (iptables + DNSChef + INetSim) to capture malware traffic; extracted actionable IOCs with false-
positive filtering against Windows telemetry; automated threat attribution via VirusTotal, AlienVault OTX, and MalwareBazaar with
MinHash LSH clustering for behavioral family grouping.

Tunisie Telecom — Network Operations Internship Jun 2025 — July 2025
Network Operations Intern | Sfax, Tunisia

« Triaged 15+ daily support tickets and provisioned network modems at scale, reducing configuration time by 20% via scripted workflows.

PROJECTS

CFG Function Localization via Graph Neural Networks

— Disassembled stripped ELF/PE binaries with headless Ghidra and angr; mapped basic blocks into directed CFGs with x86/ARM
opcode distributions and API call references as node feature vectors; trained GCNs and GATs (PyTorch Geometric) for node-level
malicious function classification targeting anti-debug loops, keyloggers, and process injection routines.

Deep Reinforcement Learning Intrusion Detection Agent

— Formulated network defense as an MDP with 6 actions (DPI, Throttle, Honeypot, Block, Isolate, Quarantine) in a custom Gymnasium
environment; trained a Double DQN agent with Prioritized Experience Replay on CSE-CIC-IDS2018 telemetry.

Open-Source SOC Automation — Wazuh SIEM + Shuffle SOAR

— Automated Azure deployment via Ansible and Docker; built a Python suppression microservice filtering 33,022 noisy events to 1
actionable incident (>95% noise reduction); engineered human-in-the-loop VirusTotal enrichment pipeline with custom detection rules.

Embedded Face Recognition & Hardware Automation

— Developed a Python/OpenCV real-time facial recognition pipeline with secure UART serial communication to an Arduino microcontroller
for hardware access automation upon identity verification.

CERTIFICATIONS

Efficient LLM Customization | NVIDIA Jan 2025
Jr Penetration Tester | TryHackMe Aug 2025
SOC Level 1 | TryHackMe Sep 2026
DevSecOps | TryHackMe Jun 2026
CCNA: Introduction to Networks | Cisco Networking Academy Jun 2025
Machine Learning | 365 Data Science Nov 2025

TECHNICAL SKILLS
Cybersecurity & Malware Analysis: Reverse Engineering, Sandbox Automation, Static & Dynamic Analysis, CFG Analysis, Pene-
tration Testing, Incident Response, Threat Intelligence, eBPF, VMI, Ghidra, GDB, angr, Speakeasy, Volatility3, Wireshark, Bettercap,
INetSim, DNSChef, Metasploit, Burp Suite, Nmap
Al, ML & LLM: LLM Fine-tuning (NVIDIA) - PyTorch - PyTorch Geometric - GCN/GAT - Double DQN - Gymnasium - TensorFlow -
Scikit-learn - OpenCV - Adversarial ML
SIEM / SOC / Blue Team: Wazuh, Splunk, Shuffle (SOAR), Detection Rule Development, Log Analysis, IOC Analysis, MITRE ATT&CK
Programming & Scripting: Python, C, C++, Assembly (x86/ARM), C#, Bash, JavaScript
Infrastructure & DevSecOps: Docker, Ansible, CI/CD Pipelines, QEMU/KVM, VMware, iptables, .NET / ASPNET Core, Node.js,
RESTful APls
Networking & Systems: TCP/IP, IPv4/IPv6, VLANs, STP/RSTP, Linux (Kali, Ubuntu), Windows Server

EXTRACURRICULAR, CTF & LANGUAGES

CTF: HTB University CTF 2025 — ENIT team 77th globally | TryHackMe Top 1% worldwide Clubs: SECURINETS ENIT | G2FOSS
Blog: CTF writeups, binary exploitation & RE research at Oxmrerrorme Languages: Arabic (Native) | English (C1) | French (B2)
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